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4. Summary

Societal challenges, such as climate change, increasing urbanization,
and the influence of technological megatrends, such as automated
mobility, artificial intelligence and electromobility, demand radically
new architectural concepts for vehicle electronics. Innovative driver
assistance systems (ADAS), vehicle-to-vehicle networking, and user-
centric infotainment applications, for example, integrate a large
number of additional sensors and applications into vehicles, some

of which require high bandwidths and guaranteed low latencies for
transmitting user data. It is therefore not surprising that CAN, as a
widely used communication protocol that is highly robust and flexible,
as well as provides associated cost savings, is now used in virtually every
vehicle.

However, the automotive sector covers only a part of the diverse
application possibilities, because CAN is also one of the dominant bus
protocols — perhaps even the leading serial bus system worldwide —
in other types of vehicles, from trains to ships, as well as in industrial
control systems. In addition, CAN is used in robotics as well as
production lines, aerospace, elevators, and even coffee machines. This
means that virtually any cost-sensitive application that also requires
high reliability of data communication can be optimized using CAN.

The basic functions developed in 1986 are still used today in various
systems. However, in order to keep pace with rapidly increasing
requirements for transmission bandwidth and competing solutions,
such as automotive Ethernet and Ethernet TSN (Time Sensitive
Networking), and to remain one of the most popular options for digital
communication for the next generation of products, CAN protocols

are continuously being developed. Below, CAN's history is examined in
detail and its exemplary use in the customer-specific Fraunhofer IPMS
subsystem is presented.



1. CAN - history of the protocol & standards

While the first generation VW Golf from 1974 was equipped with 214 meters of electrical wiring, the cable length of the 2017
VW Golf VII already reached 1.6 kilometers. This is due to the increased functionality of modern vehicles, such as engine control,
anti-lock brakes, air conditioning, heated seats, driver assistance, and multimedia systems. In order to counteract the constant
expansion of cable harnesses in vehicles despite these additional functions, the planning of digital transmission protocols began at
an early stage. With the aim of achieving cost and weight savings, Bosch and Intel developed the first CAN protocol, which was
published in 1986.
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CAN - Controller Area Network

In February 1986, the serial bus system Controller Area Network (CAN) was presented to an interested specialist audience for the
first time at a Society of Automotive Engineers conference. According to CAN in Automation (CiA), the international user and
manufacturer association whose task is to disseminate and standardize CAN, that moment is considered to be »the birth of one of
the most successful network protocols ever.«

Since then, CAN has been consistently developed and updated to meet user needs. It allows several equal bus nodes, so-called
»CAN nodes,” to be connected by means of a 2-wire bus in linear and star topologies. The user data length of a message can
be 8 bytes, while the bit rate can reach up to 1Mbit/s. Due to its high reliability and lower costs compared to complex cable
harnesses, which were still common in 1986, CAN quickly established itself as a protocol. CAN follows the ISO/OSI reference
model, and has been standardized in ISO 11898 since 2003.

The CAN-CTRL IP Core has been available at Fraunhofer IPMS since 2011, which was subsequently followed by further
developments to the CAN protocol and has been available in an ASIL-ready certified version since 2019.



CAN FD - Controller Area Network with Flexible Datarate

In 2011, CiA began joint development of some improvements to the CAN protocol. The ultimate goal was higher throughput.
Automotive manufacturers, such as General Motors in particular, suffered from the multiplication of software packages to be
loaded into electronic control units. To optimize this time-consuming task, a powerful communication system had to be created.
Thus, the transmission speed of CAN has been increased by introducing a second bit rate while maintaining compatibility with
classic nodes. In collaboration with experts from industry and research, the CAN FD specification was developed and finally
officially presented in 2012 at the 13th International CAN Conference as ‘Controller Area Network with Flexible Data Rate’ (CAN
FD).

During the standardization process within I1SO, several academic weaknesses were found in the proposed error detection
mechanisms. This required a revision of the CAN FD protocol and the introduction of additional protection measures (e.g. stuff bit
counters). The official ISO 11898-1 certification was finally issued in 2015.

The increase in transmission bandwidth with CAN FD was achieved by increasing user data per frame to 64, thus enabling more
efficient use of the available bandwidth. In addition, the data rate is increased beyond the rate defined for Classic CAN (1Mbit/s). It
is true that, even today, the data rates of CAN FD are still increasing. With the latest CAN FD SIC transceivers, 10Mbit/s can already
be achieved using simple bus topologies.

In the context of CiA activities, the CANopen FD protocol has also been developed, which is based on the CAN FD protocol.
Industrial applications in particular, such as motion control in automation, benefit from the increased transfer rates and larger data
blocks of up to 64 bytes.

CAN XL - the 3" CAN Generation

In 2018, initial work on the development of the third generation of CAN-based data link layer protocols was launched within

the framework of CiA with the active collaboration of Fraunhofer IPMS. Once again, the work was begun at the initiative of an
automotive manufacturer (Volkswagen). CAN XL offers a maximum payload of 2048 bytes per frame. By means of an ‘acceptance
field’, it is now possible to separate the priority function (11-bit priority field) from the address & content function (32-bit
acceptance field), which is significant for use in automotive applications, for example.

With an intended data rate of up to 20Mbit/s as well as a maximum payload of 2048 bytes, CAN XL allows tunneling of TCP/
IP packets, thus achieving significantly better interoperability and, above that, opening it up for new types of applications.
Nevertheless, users can fall back on the advantages of the classic CAN protocol when using CAN XL:

Arbitration prevents collisions (i.e. lossless priorization)
Robust error handling

Low cost for transceivers

Very low costs for cabling

Almost any topology possible for cabling

CAN XL also brings high flexibility for protocols at higher layers of the OSI model and topology as well as assembly with its scalable
user data length (1 to 2048 bytes) and bit rate (1 Mbit/s to 20Mbit/s).

Fraunhofer IPMS was significantly involved in designing the new standard.



2. Successful practical test at CiA Plugfest

To test the interoperability of its own CAN XL Protocol Controller with other leading suppliers, Fraunhofer IPMS regularly
participates in plugfests. Thus, a first practical test was successfully completed within the framework of the CiA Plugfest 2021. A
complete system consisting of a Fraunhofer IPMS CAN XL controller, the ASIL-D-ready certified IP EMSA5-FS microcontroller, and
the latest SIC CAN XL transceiver from NXP was able to communicate with 20Mbit/s in a CAN XL network during the CAN XL
Plugfest.

Participants in the CAN XL Plugfest tested the compatibility of CAN XL protocol controllers with CAN FD SIC transceivers according
to CiA 601-4 and CiA 610-3 SIC CAN XL transceivers in different bus topologies at 1 Mbit/s to 20 Mbit/s and bus loads up to
100%. The IPMS CAN-CTRL IP Core passed all these tests with flying colors. In addition, mechanisms for error signaling and mixed
transmission of the three CAN protocol generations, Classic CAN, CAN FD, and CAN XL, were successfully tested.

CiA has committed to organizing further plugfests in the near future, in which Fraunhofer IPMS will also play a major role when it
comes to protocol development.

3. Application example: Automotive Networking Subsystem

The advantages of CAN bus systems in combination with other protocols offer a wide range of applications. As an example, an
automotive networking solution is outlined below — a Fraunhofer IPMS Automotive Networking Subsystem — which can be
customized based on Fraunhofer IPMS IP cores.

Automotive bus systems require guaranteed low latencies and sometimes high bandwidths for transmitting user data. New
communication protocols, such as CAN-XL and Ethernet-TSN, are used in the context of automotive Ethernet in parallel with classic
protocols, such as CAN-FD, CAN2.0 or LIN. Bridging and Interbus switching is also integrated, so that all the advantages of various
bus systems can be used in parallel in automotive application scenarios. Gateways allow data packets to be bridged between CAN
XL and Ethernet and vice versa, for example, as well as the integration of real-time standards such as TSN. This facilitates real-time
data streams from the powertrain, chassis, cabin and infotainment, each of which brings different specific requirements, to be
combined in efficient E/E architectures. The targeted combination of diverse protocols thus enables a tailored application-oriented
solution for each customer.



A flexible construction kit for inter-protocol routing of data packets can efficiently address these scenarios. Based on the scalable
IPMS TSN-SW Switch IP, customized network solutions for automotive or industrial control can thus be provided with short
development times.

Figure 2 demonstrates this type of customer-specific automotive networking subsystem, which combines not only CAN but also
LIN, TSN and the EMSA5-FS controller for management tasks in one system.
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Figure 2: Customized Multi Protocol Automotive Communication Subsystem from Fraunhofer IPMS

The Fraunhofer IPMS EMSA5-FS uses the CAN-CTRL IP Core as a peripheral device, among other things. The EMSA5-FS is a
RISC-V processor for embedded functional safety and is designed as a 32-bit processor with a five-stage pipeline following the
RISC-V open instruction set architecture (ISA). The EMSAS5-FS IP Core is available as a stand-alone processor or as a pre-configured
subsystem. With the fault-tolerant design of the EMSAS5-FS processor and the included safety documents, users can easily achieve
ISO 26262 certification up to ASIL-D, the highest automotive safety integrity level. It is therefore suitable for use in functionally
safe systems in vehicles, industry, and aviation. Within the scope of specific customer developments, we are happy to provide you
with a plug&play system as the basis for complete customer systems.

4. Summary

Classic CAN variants have proven themselves in various applications for over three decades. With CAN XL, a new variant of the
data bus is in the starting blocks, which is intended to close the gap in transmission rates between signal-based communication
and automotive Ethernet technology. This is not only because of the hardware costs and high transmission reliability; CAN XL is
interesting for all users who want to continue their developments on the basis of the existing architecture.

Fraunhofer IPMS was instrumental in designing the new standard and has ASIL-D-ready certifications that facilitate integration
of CAN for safety-related applications. The Fraunhofer IPMS CAN-CTRL IP Core can be integrated, for example, as a peripheral
module on the ASIL-D ready certified EMSAS5-FS. The subsystem is particularly suitable for use in safety-relevant systems. Within
the scope of analyzing individual customer scenarios, we are happy to support you by addressing any thoughts you have on this
topic.



Whitepaper | - e bl

ABOUT FRAUNHOFER IPMS

The Fraunhofer Institute for Photonic Microsystems IPMS stands for applied research and development in the fields of industrial
manufacturing, medical technology and improved quality of life. Our research focuses on miniaturized sensors and actuators,
integrated circuits, wireless and wired data communication, and customized MEMS systems.

Fraunhofer IPMS has years of experience in designing and engineering IP-cores for automotive communication and has a family
of TSN-IP-cores. Many users worldwide use Fraunhofer IPMS IP-cores in the automotive, aerospace, and automation industries,
among others. The multidisciplinary IP design team of Fraunhofer IPMS with expertise in computer architectures, network
structures, RTL design and implementation of electronic systems is also available as a competent development partner for
application-specific adaptations of the IP cores as well as their integration into complex network architectures.
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